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B coorsercteue ¢ TpeGosanusmu Ilonoxenuss Banka Poccun ot 20.042021 N 757-I1 «O6
YCTaHOB/EHUH 00A3aTENBHBIX I/ HEKPEIUTHBIX (DMHAHCOBBIX OpraHu3aluil TpeGoBanmii Kk ofecrieyeHuIo
3aMATEl MHOOPMALMK TPU OCYIIECTBICHUH JEATENBHOCTH B cdepe (PMHAHCOBBIX DHIHKOB B LEIAX
MPOTHUBONCHCTBHA OCYIUECTBIEHUIO HE3aKOHHBIX (UHAHCOBBIX omepaumii» OO0 «YK «HUT» ganee mo
TeKCTy —YNpassiomas KOMNHaus) JOBOAUT A0 Baliero cBeneHus OCHOBHbIE PEKOMCHIALMH M0 3alllUTe
MHQOpPMALMK  OT BO3MEHCTBUA TNPOTPAMMHBIX KOIOB, TNPUBOASIIMX K HAPYLWIGHHWIO IUTATHOTO
(YHKLUMOHMPOBAHHMA CPENICTB BBIYMCIIMTENBHON TEXHUKH (BPENOHOCHBIH KOM), B LEMIX NPOTUBOAEHCTBUSA
HE3aKOHHBIM (PMHAHCOBLIM OTIEPAIIUAM.

Pexomenganuu no cobmoaenuo HHGOPMaLHOHHOI 5€30naCHOCTH(COBOKYHOCTH Mep, MPHUMEHEHHE
KOTOPBIX HANPABJIEHO HA HEMOCPEACTBEHHOE ofecneueHre 3auThl HHPOPMALUH, IPOLECCOB, PECYPCHOTO H
OpraHM3allMOHHOro obecneyeHns, HeoOXOAMMOTO [T PUMEHEHUS YKa3aHHBIX Mep 3auuThI (3[eCh U aanee
Ttepmunbl U3 ['OCT P 57580.1-2017)ne rapantupyior obecriedenue KoH(GUAEHIMATBHOCTH, LETOCTHOCTH U
MOCTYNHOCTH WUH(OPMALIMHM, HO MO3BONSIOT B LIENOM CHH3WTH PHCKM HH(DOPMAaLMOHHON 6e30MacHOCTH U
MHUHHUMH3HUPOBATE BO3MOYKHBIE HEFATHBHBIC [IOC/IEACTBHS B CITy4ae WX peanu3alluy.

B cBsizu ¢ Tem, uTO TpeOoBaHUs MHMOPMALHOHHOM GE30MaCHOCTH TaK e MOTYT ObITh OTPAKEHBI B
AOroBopax, perinaMeHTax, NpaBHIaX H WHBIX JAOKYMEHTaX YIPaBsOIed KOMIIAHHH, PeriaMeHTHPYIOLIUX
NpPEeJOCTABICHHE YCIYr/CepBHCOB, HacTosAlMe PeKkoMeHnauun OEeMCTBYIOT B 4acTW HE MPOTHBOpEYALICH
TIOJIOKEHHAM BHYTPEHHHUX NOKYMEHTOB.

B uensx CHWKeHUs puCKa peanu3allMi WHIMACHTOB MHGOPMAUMOHHOM Ge30macHOCTH (COINacHO
I'OCT P 57580.1-2017) — HexenaTe/lbHbIE WIM HEOKHMAAHHBIC COOBITHS 3aLIUTHI HH(DOPMAIMH, KOTOPBIE
MOTYT NPUBECTH K PUCKY HApyLIEHWS BBIIOJHEHUs OM3HEC-IPOLIECCOB YTMPaBsOUIEH KOMIaHHU (KIMeHTa
Ynpaeisowen KOMMNaHKUH), TEXHOIOTHYECKUX MNpOIeccoB U (WIM) HapylmleHWe KOH(MIESHIMATIBHOCTH,
LETIOCTHOCTH U JOCTYITHOCTH HHGOPMALMK BCIISACTBHE:

— HECaHKUMOHHMPOBAaHHOrO JO0CTyNa K Bawed uxHopMauuy JHIAMH, He OONaiarolMMH TPaBoOM
OCYLIECTBJIEHHS 3HAYMMBIX (KPUTHYHBIX) Onepauuii (B T.4. GHHAHCOBBIX);

— NOTepu (XMIUEHHMS) HOCHTeNeH KIroYeH 3NEKTPOHHON MOAMMCH, C WCIIONB30BAHMEM KOTOPBIX,
OCYLIECTBIIANTCA KPUTHUYHBIE (UHAHCOBBIE) ONepanu;

— BO3ICHCTBUS BPEJOHOCHOTO KONAa Ha YCTPOKMCTBA, C KOTOPBHIX COBEpLIAIOTCS KPHTHYHBIE
(dunaHCOBBIE) OMEpa|H;

— COBepileHHs B OTHOIICHHH Bac MHBIX MPOTHBOMpPABHBIX NEWCTBUMN, CBA3aHHBIX ¢ HH(POPMALHOHHOI
0€30MacHOCTRIO.



Pekomennyercs co6monate psa npoduIaKTHYeCKHX MepPONPHATHIA, HANIPAB/IEHHBIX HA TOBBIIICHHE
YPOBHs MHQOPMALMOHHON Ge30MacHOCTH MPH HCIONB30BAHMH 00BEKTOB HH(OPMATH3aLKMK (COBOKYHOCTH
OOBEKTOB, PeCypcoB, CPeACTB U CHCTeM 00paGoTkd MHAOPMAUWH, B T.Y. aBTOMATH3HPOBAHHBIX CHCTEM,
MCMIOMB3YEMBIX  anst  obecmevenns uHoOpMarusauuu  Gusnec-npoueccos (FOCT P 57580.1-2017)
Ynpagastonied KOMNaHHH.

BHHMAaTeAbHO H3YYMTE NOrOBOp, MPWIOKEHWS K [OrOBOPY M HHble NOKYMEHTHI, CBS3aHHBIE C
HCMOJIHCHUEM  NIOTOBOPA,  O3HAKOMBTECh  C  pa3fielaMM,  TOCBSILEHHBIMM  MH(OPMALHOHHOM
Oe3onacHOCTH/KOH(PHAEHIMATEHOCTH.

Ynpasasomas KOMIAHAS HHPOPMHPYET CBOMX KJIHEHTOB 0 BO3MOMKHBIX pHCKAX, CBA3AHHBIX C
NOTyYeHHEM TPETHLHMH JIHIAMH HeCAHKIHOHHPOBAHHOIO JOCTYNA K 3amHmiaeMoii nHpopmanum ¢
UeJbI0  OCYIIeCTB/IeHMS ()HHAHCOBLIX oOmepammii JHNAMH, He O00JAIAMHMH NpPaBoM HX
OCYWIECTB/IEHHS, H KOTOpble MOryT ObITh OOyC/IOBJEHBI, BKJII0YAsS, HO He OrPAHHUHBASCH,
CJeIYIOUIHMH JeHCTBHAMM:

I. Kpaka mapons u nueHTMQUMKATOpa AOCTYNAa MM MHBIX KOHQHACHUMANbHBIX JaHHBIX, HaNpPUMEp,
CVVACVC Homepa KapTel, Kmiodel 31eKTPOHHON MOAMMCH/IMGPOBAHIS TTOCPEICTBOM TEXHHYECKHX
CPeCTB W/WIM BPENOHOCHOrO KOJNa; M HCMONb30BaHWE 3JI0YMBIITEHHUKAMH YKA3aHHBIX IaHHBIX C
APYTHX YCTPOHCTB 11 HECAHKLIMOHUPOBAHHOTO JOCTYIIA;

2. YcraHOBKa Ha YCTPOHCTBO BPEJIOHOCHOTO KOZa, KOTODBIH MO3BOJHUT 3M0YMBIILIEHHHKAM OCYIIECTBHT
KPUTHYHBIE ONlepaluu oT Baiero umenu;

3. Hcrnonb3oBaHus 370YMBIIUIEHHUKOM YTePSHHOrO WM yKkpameHHoro Tenedona (SIMkaprsr) ans
nonyyenus CMC KoZoB, KOTOpbie MOTYT NpuMeHaThCs OpraHusanuell B KauecTBe JONOJHHTENBLHOM
3AUMTEI 711 HECAHKLIHOHHPOBAHHBIX (PMHAHCOBBIX OMEPALMH, YTO MO3BOIUT UM OGONTH 3amuTY;

4. Kpaxa wnmM HeCaHKUMOHMPOBAHHEIH JOCTYm K YCTpOHMCTBY, ¢ KOTOporo Bbl mome3syerecs
ycayraMu/cepBucaMu Y IIpaBisiolei KOMIIAHMM AT MOJyYeHHUs  JaHHBIX  W/WIH
HECaHKIIHOHUPOBAHHOIO IOCTYTA K CEpBHCaM YIpaBisAoLlel KOMIAHHU ¢ 3TOrO YCTPOICTBA;

5. IlomyyeHue maposis U uaeHTH(HUKATOpa N0CTyNa /UMM Koja u3 CMC Wik KOJOBOro CIOBA H IPOUHX
KOH(QUNEHIMATBHBIX IAHHBIX, B T.4. NACTIOPTHBIX [AHHBIX, HOMEPOB CYETOB U T.J. IyTeM oOMaHa W/iiu
310ynoTpedienus N0BEPHEM, KOrja 37TOYMBIIUIEHHUK NPEACTABISETCA COTPYIHUKOM YTIPaBJfrOLeit
KOMITAaHUM MM TEXHHUYECKHM CNELMaJMCTOM WM MCIONb3YeT MHYIO JIETEHOY U NpocuT Bac coobimuTs
€My OTH CeKpeTHbIE JIaHHbIe; MIIM HampaBiIfeT MONJENbHbIC COODLIEHNS MO 3JTEKTPOHHOMN MoYTe MH
MHUCEMO MO OOBIYHOH mouTe ¢ MpockGOH mperocTaBUTE MHQOPMALMIO WIM COBEPLIUTh NEHCTBHE,
KOTOPO€ MOKET NPUBECTH K KOMIPOMETALIMH YCTPOHCTBA;

6. TlepexsaTa 3JMEKTPOHHBIX COOOIUCHHHA U MONYYeHHs HECAHKIMOHMPOBAHHOIO AOCTYNA K BBIHCKaM,
oT4eTaM W mpoueit (uHaHCOBOH MHpopmaumu, ecnn Baia sMexTpoHHAs MOYTa MCTIONB3yeTcs A
uHbOpMaIMOHHOTO 0OMeHa ¢ Yrpasnsioutel komnaHueil. Unu B cnydae mosydeHus 10cTyna K Baueii
SJIEKTPOHHOM MOYTE, OTNPaBKa COOOIIEHHUIT OT Balllero UMEHH B Y IPABIAIOULYIO KOMITAHHIO.

HecaHKMOHMPOBAaHHBIA JOCTYN CO CTOPOHBI TPETBMX JIML K KOHGMAEHUMATEHOH HHbOpMaLHH
KJIHMEHTa MOXKET TOBJIEYE!
® PHCK COBEPILICHHA 3/10YMBIILIEHHHKAMH OT HMCHH KIIHEHTA IOPUIMYECKH 3HAYMMBIX JeHCTBUIM;
e Puck pasrnalieHns 3I0yMbILUICHHUKAMH KOHPUACHLIMATEHON HH(POPMALIMY KITMEHTa;
® Pucku HapylweHus LETOCTHOCTH M6 JOCTYMHOCTH HHPOPMALIMH Ha YCTPOMCTBE KIIMEHTA;
¢ PuckH noBpexneHus JIMO0 HEeCaHKLUHOHUPOBAHHOTO M3MEHEHHS TNPOTPAMMHOrO ObecreueHu s,
YCTaHOBJIEHHOT'O Ha ycTpolicTee KinenTa.

B HAaCcTOAIIEE BPEMA 3JIOYMBIIINICHHHKH YaCTO HMCMONB3YIOT METOOBI ¢ INPHMEHECHHEM BPEAOHOCHOIO
NporpaMMHOIo obecnieuenus AJA NOJNYy4YeHHd HEeCaHKIMOHHWPOBAHHOIO NQOCTYMa K KOHC})H,Z[BHHH&J’IBHOﬁ

uHpopmanmu Knuenra. K BpeionocHOMY nporpaMMHOMY 00eCTie4eHHIO OTHOCSATCS:



¢ DaiinoBsle BUPYCHI (Pa3pyllalOT CTPYKTYPY Dal/IoB H PHBOAAT HX B HErogHOCTh);

¢ Bupychi-mmdposansmrky (Moc/e NPOHUKHOBEHUS HA KOMITBIOTED IUPPYIOT Bee (haitnel U TpebyioT
JEHBIH 3a UX JelrdpoBKY);

® Bupychl-610KUpOBIUMKH (OIOKMpYIOT s06ble melcTBUS Ha KOMOBIOTEPE, Tpedys meHeKHbIH
BBIKYTI);

® BHpyChI-G0THETBI (CKPBITHO MOAKIIOYAIOT KOMIMBIOTEP K BPEIOHOCHON CETH M MCIONB3YIOT €ro B
Ka4eCTBEe PaclpOCTPaHEeHUs BUPYCOB);

¢ PexnamHble BUPYCHI (3arpy’kaloT pekjiamy U TpeGyioT 3a ee ONOKMpPOBKY M yHalieHWe BBIILIATY
JIEHET;

* TposHckue nporpamMme! (MPOHKKAIOT B KOMIBIOTEDP H COBEPLIAIOT KPAXY 3HATHMOL uHpopMauu

Vnpasasiiomias KoMnaHus WHGOPMHDPYET CBOHX KJIHEHTOB O Mepax No NpeloTBPALIEHHIO

HECAHKUHOHHPOBAHHOIO OCTYNa K 3aIMINAeMOll HHGOPMANHN, B TOM 4HCJe IPH yTpate (moTepe,
XMIEeHHH) KJIHEHTOM YCTPOIiCTBa, ¢ HCMOMB30BAHNEM KOTOPOT0 HM COBEPINAINCEH JCHCTBHS B NEJIsIX
ocylnecTBIeHHs] pHUHAHCOBOMH ONMepanuy, KOHTPOIW KOHPUTYPAIMH YCTPOCTBA, ¢ HCHOJb30BAHHEM
KOTOpOro KJIHEHTOM COBEPLIAIOTCH JeHCTBHA B NEISX OCYyIIeCTB/IeHHs (HHAHCOBOI omepamuH, W
CBOCBPEMEHHOMY 0OHAPYKEHHIO BO3elCTBHS BPEIOHOCHOT0 KOJA.

Jnst cumKeHHs pHcKa PHHAHCOBBIX MOTEPh:

1. OBecnieybTe 3aUIUTY YCTPOHCTBA, C KOTOPOTO Bbl [OIBE3YETECH VCAYTAMH Vupaensiomei KoMnaHHuu.

K Taxum MEpamM BKTKOYAaA, HO HE OIPaHHYHBAACE MOI Y1 OBITE OTHECEHDI:

Hcnonb3oBanue TOJIBKO JTHUEH3UOHHOT O NMpOrpaMMHOTroO 06ECHequHH, NONTYYEHHOr0 U3 JOBEPEHHBIX
HCTOYHHKOB,

3anpeT Ha YCTaHOBKY MPOrPamMM U3 HENPOBEPEHHBIX HCTOUHHKOB

Hanuuue cpeactsa 3amuTel, TaKHX Kak: aHTHBHPYC (C peryispHO ¥ CBOEBPEMEHHO OOHOB/IAEMBIMH
Gasamu), NepcoOHABHbIN MEKCETEBOM IKpaH;

Hactpoiixa npas 1ocTyna K yCTPOMCTBY C LENbIO PENOTBPALIEHHS HECAHKIIMOHUPOBAHHOTO JOCTYTIa;
XpaHeHue, HCTIONb30BAHNE YCTPOKCTBA C LENBbIO H30€KATh PUCKOB KPAKU H/UITH YTepH;
CroeBpemennble 0OHOBICHUS ONEPALIMOHHOM CHCTEMBI, OCOGEHHO B YaCTH OBHOBEHHMI GE30MACHOCTH.

Vmelite B BHOy, 4TO OOCHOBJIEHHS CHIDKAIOT DPUCKM 3aDAKEHHS BPEAOHOCHBIM  KOZOM.
370YMBILINEHHUKH YaCTO UCIONIB3YIOT CTAphle YA3BUMOCTH;

AKTHBalIMA NApONbHOH WIH HHOW 3alUThI [71st A0CTYNA K YCTPOHCTBY.

2. QObecrieubTe KOHOUIEHIHATBHOCTD:

XpaHute B TaliHe ayTeHTH(OUKALMOHHbIE/HACHTU(DHKALMOHHBIE NaHHBIE H KITIOYEBYIO MHPOPMALIHEO,
TNOMy4eHHBIE OT YNpaB/siomlen komnanuu: naponu, CMC Kozbl, KONOBBIE CIIOBA, KIIOUH 3/1EKTPOHHOM
MOAMUCH/IIH(POBAHHUS, a B Clyyae KOMIIPOMETALMKA HEMEIEHHO NPUMUTE MEpHI M1 CMEHB W/Wiu
GIOKHPOBKH;

CobnropaiiTe NpUHLMIN Pa3yMHOTO PAaCKPBITH MHGOPMALIMK O HOMEPAX CHETOB, O BAIUMX MACTIOPTHBIX
JaHHBIX, O HOMepaxX KpenuTHeix u aebeToBbiX kapr, 0 CVC\CVV konax, B caydae ecnu y Bac
3aMpalliBalOT YKa3aHHYK WHGDOpMALMIO, B INpPUBA3KE € CepBHCAM YMpPaBAsoIled KOMMAHHU IO
BO3MOJKHOCTH OLICHHTE CHTYalMIO W YTOYHHTE IOJIHOMOYMS U MPOUELYPY Yepe3 HE3aBUCHMBIH KaHa,
Hampumep, yepe3 Tene(OH KOHTAKT LEeHTpa YIIPaBJIsolieil KOMIaHUH.

3. IlposengiiTe OCTOPOKHOCTE U MmpenyCMOTPHUTENBHOCTE.

ByjbTe OCTOpOKHBI TIPH TONYYEHHH 3TEKTPOHHBIX IHCEM CO CCBUIKAMH M BIIOXKEHHSMH, OHM MOTYT
NIPUBECTH K 3apaKCHHIO BalIEro YCTPOHCTBA BPENOHOCHBIM KOAOM. BpeaoHOCHEIH Koi, momas K BaM
Yyepe3 3JIEKTPOHHYIO MOYTY MIIM HHTePHET CCBIIKY Ha CaliT, MOXKET MOJIYYUTh AOCTYII K JIFOOBIM AaHHBIM
¥ UH(QOPMALIHOHHBIM CHCTEMaM Ha BallleM yCTPOHCTBE;

BuuMmarensHO mpoBepsiiTe aapecata, OT KOTOPOro MpPHIUIO 3JEKTPOHHOE MNHMChMO. BXxopnsmee
3IEKTPOHHOE MHUCBEMO MOJKET OBITh OT 3/I0YMBILIIEHHHKA, KOTOPBIH MacKHpyeTcs 1Mo YIpaBistolLyto
KOMIIAHHIO WITH MHBIX JOBEPEHHBIX JIULL



ByneTe ocTopokHsI npH mpocMotpe/paGote ¢ UHTEPHET CaWTaMH, TaK KaK BPENOHOCHBIH KOO MOKET
OBITH 3arpyskeH ¢ caiira;

bynsre OCTOpOXHBI ¢ (aiinaMu M3 HOBBIX WM «HENOBEPEHHBIX» HUCTOYHHKOB (B T.u. apxuBBI C
maposieM, 3amMppoBaHHble (alIbl/apXHBbl, T.K. Takoro poxa (aiiasl He MOI'yT OBITB NpOBEPEHBI
anTuBHpycHbiM 110 B aBTOMaTHYECKOM peskuMme);

He 3axomute B CuCTEMBI yHaneHHOro NOCTYNa ¢ HeIOBEPEHHBIX YCTPOWCTB, KOTOpHIE BBI He
KOHTponMpyeTe. Ha Takux ycTpoifcTeaX MoxeT OBITH BPEJOHOCHBIH KO, COBHMparowuii napond "
MICHTH(HUKATOPBI AOCTYTA HITH CIIOCOGHBIA MOIMEHHTE OMNEpPaLIHIO;

Cnepure 3a nundopmanmeii B npecce u Ha caiiTe Ynpasnsiomieil KOMIaHHH O MOCIEIHHX KPUTHYHBIX
YA3BUMOCTAX M O BPETOHOCHOM KOJE;

Ipy HanWuMK B paMKax BalIero MPOAYKTa CEPBUCA KOHTAKT LIEHTPA, OCYIIECTRISHTE 3BOHOK TOIBKO 110
HOMepy Tene(oHa, YKa3aHHOMY B JIOrOBOpE MU Ha ODUIMATLHOM caiiteVnpaengrouein komnanuu. Y
MMEHTE B BHLY, YTO OT JIMLA YTpPaB/AOLLel KOMIAaHUU HE MOTYT TOCTYNATH 3BOHKH HIH coodleHus, B
KOTOpBIX OT Bac TpebytoT nepenats CMC-kon, naponb, HOMEp KapThl, KOJOBOE CI0BO U T.1.KomoBoe
CJIOBO MO3KET OBITh 3aMpOLIEHO TONBKO, €CIIH BbI CAMYU NO3BOHIIIH B KOHTAKT LIEHTP;

Wmeiite B BUy, 4TO €C/TM BBl NepeliaeTe Baill TeledOH H/UIM YCTPOMCTBO APyTrHM MONb30BATEISAM, OHH
MOry yCTaHOBHMTbL Ha HErO BPEJOHOCHBIM KOJI, a B C/Tydae KPakM MM YTEPH 3NI0YMBILILIEHHUKH MOTYT
BOCMONB30BAaTECA UM JUIA JOCTYIA K CHCTeMam YrpaBisiolleldl KOMMaHHH, KOTOPBIMH IOTb30BAHCh
Bbi. B cBs3u ¢ a1im mipu yrepe, kpake Tenedona (SIM kaprer), ucnonszyemoro mis nonydenns CMC
KONOB WITM NOCTYNa K CHCTEMaM oOpraHu3alMd ¢ MoOHabHOro mpuinoxenus: 1) HezameTHTENbHO
NpoMHGOPMHPOBaTh YTpPaBIIAIOILYI0 KOMIIAHUIO Yepe3 KOHTAKTHBIH LeHTp, 2) LenecoodpasHo 1o
BO3MOHOCTH OINEPATHBHO C YYE€TOM MPOYHX PHCKOB W 0COOEHHOCTEH WCITONIB30BAHUS BAILIErO
TeneoHa 3abnoknpoeaTh M mepesbinycTuts SIM KapTy, a Takke CMEHMTh Napons B MoGHIBHOM
NPUIOKEHHH;

[Ipy mono3peHnn Ha HECAHKIMOHMPOBAHHBIN JOCTYIN W/HJIM KOMIIPOMETALIMIO YCTPOHCTBA HEOOXOAMMO
CMEHUTL Mapojib, BOCMONE3OBABIINCH APYTHM HOBEPEHHLIM YCTPOHCTBOM W/HIM 3a610KHMpPOBaTH
AOCTYTI, 06PaTHBIIKCE B YIPAB/AIOUIYIO KOMIIAHHIO, B OTHOIIEHHH KIFOUeBOH MHDOPMALIMH, €CITH 5TO
YMECTHO ~ Aif  Balledl ycioyrm — OTO3BaTh  CKOMIPOMETUPOBAHHBIM  KIIOY  3EKTPOHHOMN
NOAMUCH/IH(POBAHUS, B COOTBETCTBHU C TNPABHIIAMH, OTPAKEHHBIMH B JOFOBOpE, TIPUIOKEHUSX K
AOTOBOPY H HHBIX IOKYMEHTaX, CBA3AHHBIX C HCIIOJIHOHHEM J0TOBOPa;

IloMHuTE, 49TO HamMYHe «3TANOHHOH» pE3ePBHON KONMH MOXET OOJErYuTh M YCKOPHTH
BOCCTaHOBJICHHE Balllero yCTpOMCTBa;

Jlyduie Bcero wmcrnonip3oBaTh Ans (QMHAHCOBBLIX OMEpauUMii OTAENBHOE, MAKCHMAJIBHO 3alHIEHHOE
YCTPOHCTBO, JOCTYN K KOTOPOMY €CTh TOJIBKO Y Bac;

Kontponupyiite cBoil Tenedon, ucnonssyemenii mia nonyuenus CMC komos. B cnydae Beixona w3
ctpos SIMKapThl, He3aMeUTUTENEHO ObpalaifTecs K COTOBOMY OMEpaTopy IS YTOUHEHHUS NpUYUH U
BOCCTaHOBJIEHHUS CBA3H.

4. Tlpu pabore ¢ KIOYAMH 30EKTPOHHON MOANUCH HEOOXOAUMO:

Hcnonwszorate nuist XpaHEHHA KJIFOYeit BHCK'I‘p(}HHOﬁ NOANKUCH BHEIUHME HOCHTEIH, HaCTOATENLHO
PEKOMEHOYCTCA HCIONB30BaTE CIIELMANbHEBIC 3alllHUIIeHHBIE HOCHUTEIH KIUEeBOH PII-I(bOpMaI_IHP]
(k04eBBIE HOCUTENH), HAaTIpUMeD: e-token, cMapT-KapTa U T.IL.;

Kpaff’lHe BHHMATC/IBHO OTHOCHUTHECH K KIIIOYEBOMY HOCHTENHD, HE OCTAaBIATH €ro Gez NpHCMOTpa M He
nepenaBaTb TPETHHM JMLAM, H3BJIIEKATh HOCUTEH K3 KOMIIBKOTEpA, €CITH OHHU (KJ'II-O‘-IBBBIC HOCHTE‘,J‘[H) HE
HCNOJB3YHOTCA OIS pa60'n:.1;

Hcnonb3osate cnoXkHble Maponu anis BXONAa Ha YCTPOHCTBO W I [OCTYNA K KIHOUYAM 3JIEKTPOHHOM
MOAMUCH/KITFOYEBBIM HOCHTCIIIM, HE XpPaHWTh IMapOJH OTKPBITOM BHAEC Ha KOMIILI-OTepefMO6HJTBHOM
YCTPOMCTRE.,

[lpy nomospeHuu B  KOMIPOMETALMH  KIIOYEM  SNEKTPOHHOM  MOANMHCH/IU(POBAHMA W
HCCAHKIHOHHPOBAHHOM OBHMKEHHH LEHHBIX GYMB.I", OCHEXKHBIX CpencTB HWIH HHBIX [bHHElHCOBbIX
AKTHROBR HEOOXOIUMO HEZAMEIHTEIEHO oﬁpau.ian.ca B VnpaBJIHIOLLly}O KOMIIAHHIO,



5. Ilpu pabore Ha KOMIBIOTEPE HEOBXOAMMO:

*  Hcrone30BaTh IHUEH3NOHHOE MPOrPAMMHOE ObecrieyeHHe (OTIepaLIHOHHbIE CHCTEMBI, O(HCHEIE MaKeTEI
UT.O);

®  CBOEBPEeMEHHO YCTaHABNMBATH AKTYalbHbIC OOHOBIEHWS GE€30MACHOCTH (ONMEPALMOHHBIE CHCTEMBI,
oducHbIE MAKeThl U T.1.);

*  Hcnonb3oBaTh aHTUBHPYCHOE MPOTPAMMHOE 0GECTIEYEHHE, PETYISPHO OGHOBISTE aHTHBUPYCHBIE 62351,

®  Mcronb3oBaTh  CHCLHATM3MPOBAHHBIE TMPOTPaMMBl JUIS  3alUMTBl MHGMOPMALMH  ([IEPCOHATbHBIE
MEKCETEBBIC SKPaHbl M CPEACTBA 3aLUTHI OT HECAHKIMOHUPOBAHHOTO IOCTYNA), CPEACTBA KOHTPOIS
KOH(UIYpaIUU YCTPOMCTB;

e  Hcnonb3oBaTe COXKHEIE MTAPONH;

*  OrpanuunTe OOCTYN K KOMIBIOTEPY, HMCKIIOUHTH (OrpaHMYMTB) BOIMOXKHOCTH MCTAHIHOHHOTO
MOJIK/TIOYEHHMS K KOMITBIOTEPY TPEThUM JIMLIAM.

6. Ilpu pabore c MOOWIBHBIM MPUIOIKEHHEM HEOOXOIUMO:

e He ocraemare cBoe MobGumbHoe — ycTpoHcTBO — 6€3  MpPUCMOTpa,  YTOOBI  HCKIIOYHTE
HECaHKLHOHHPOBAHHOE MCIIOJb30BaHne MOOGHIBHOTO NMPHIIOIKEH!S;

e Hcnonb3oBaTh TONBKO oduLHansHeie MOGHIBHBIE NPUIOKEHHS,

e He mepexomurs mO CChUIKAM UM He YCTAHABIMBATh MNPUIOKEHUS/OOHOBIEHMST GE30IACHOCTH,
npuwenmue B SMS-coobuiennn, Push-yBeqoMieHHH WIM MO 31€KTPOHHOH MOYTE, B TOM YHCIE OT
UMEHHU YTpaBnsromel KOMNaHuy;

¢ VoranoButh Ha MoGHIEHOM yCTpOMCTBE IIapoNb [UTS AOCTYTIA K YCTPOHCTBY H IPHIIOKEHHIO.

7. Ilpu obmene undopMauuei 4epes ceth MHTepHET HEOBXOAUMO:
e He oTkpbiBaTe NHCbMa M BIOKECHHA K HHM, TOJNY4YEHHble OT HEM3BECTHBIX OTMpPAaBHTENEH Mo
SJIEKTPOHHOM TMOYTE, HE NEPEXOANTE N0 COAEPKALIUMCH B TAKUX MUCHMAX CChLTKAM,

e He BBOAMTH MepCOHANLHYIO MHPOPMALMIO HA TOXO3PUTENBHBIX CAaWTax M APYrUX HEW3BECTHBIX BaM
pecypcax;

¢ OrpaHu4uTb NOCEUICHHUA CAlTOB COMHHMTENILHOTO COEP/KAHHUS;

*  He coxpauare napony B NaMaTH HHTEpHET-Opay3epa, eClIH K KOMITBIOTEPY €CTh JOCTYT TPETHHX JTHIL

e  He naxumatk Ha GaHHEPHI U BCILILIBAKOIIME OKHA, BOZHUKAIOLIHE BO BpeMs paboThl ¢ ceThio MHTepHeT;

e  He otkpeiBaTh (halibl Nomy4yeHHbIe (CKAYaHHbIE) M3 HEM3BECTHBIX HCTOYHUKOB.

[Ipy nomo3peHuy Ha HECAHKUMOHUPOBAHHEBIHN JIOCTYI W/HMIKM KOMIIPOMETALMIO YCTPOHCTBA HEOOXOANMO
CMEHHTh MNAapoJib, BOCMOIb30BABIIMCH APYTUM JNOBEPEHHBIM YCTPOHCTBOM W/unu 3aGI0KMPOBaTh AOCTYII,
00paTHBILNCE B YTIPABIIAKOLLYIO KOMITAHHIO.



